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Abstract – In the following article we define the different dimensions (and connected implications) that the digital 

evolution entails, in the perspective to define the relevant skills and competences that education should elect as goals 

and targets when defining school curricula. The digital citizenship will then be approached from an operative point of 

view, by means of activities on the theme of media literacy that facilitators may use both in formal and non-formal 

contexts to increase civism in the virtual space, to develop critical thinking and selective skills, to recognize fake news 

and manipulative dynamics. 
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I. INTRODUCTION 

Today a large amount of news passes through social networks. Often, however, the news is undermined by 

distortions and biased interpretations that weaken the value of "truth" in favor of "opinion". 

This paper aims at promoting awareness and increasing civism in the virtual space, through the development 

of digital citizenship skills, critical thinking and selection skills in choosing information sources. 

The objective is to recognize the characteristics of false news and manipulative dynamics, which can have a 

pervasive impact and encourage radicalization and populism. 

The keywords of digital civic education that we intend to assume as a starting point of our reflection are digital 

revolution, competences, truth. Inspired by the philosopher K.R. Popper who questioned the status of truth  in 

contemporary societies, we can argue that the question appears to be central to the modern era of digital 

communication, since a series of interacting phenomena have made truth "opaque" and emphasized the value of 

opinion. Truth seems to have lost its boundaries towards opinion for the benefit of the latter, in a way that objective 

truth is hard to discern, because it is melted in views and interpretations, it is fragmented into bits of deduced 

facts.  

Passing to the second key concept, digital competences, to clarify the difference between digital competence 

and digital citizenship we may refer to how we behave in a digital framework of communication. In fact, we can 

be excellent users of various software and tools, but we can ask ourselves how many people read the terms of 

conditions, when they find themselves pushing the button “send”, to confirm an operation, or update a program. 

From the same perspective, how many are those who read the privacy regulation, the terms of use or the license 

when downloading a software or installing an app. That same unconditional reflex moves people in insensate 

actions such as clicking to share an apparently sensational news without having checked it. We may argue that a 

form of citizenship, in the digital dimension, is this moment of taking time and considering the impact that our 

digit can have on the “enter key”. 
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As for the third concept, that is digital revolution, our reaction to it can be inspired by two paradigms: resistance 

or passive acceptance, on the one hand, active participation, on the other. We are confronted with three possible 

choices: we can be overthrown by the evolution, we can try to make our way out of it, being passive users and 

consumers, and we can actively take part into the process being at the same time conscious and competent 

consumers and producers of digital products.  

II. AN HISTORICAL FRAMEWORK 

To define an historical framework of analysis of the digital revolution we should refer to two fundamental 

revolutions in communication. While the first, which is the invention of the printing press, aimed at spreading 

culture throughout Europe, the digital revolution that we are experiencing nowadays seems rather to put 

knowledge into question, feeding the multiplication of interpretations.  

The invention of the printing press (Gutenberg, 1449) allowed the Scriptures to exit from the monasteries and 

from the hand-copies of the amanuenses and to spread throughout Europe in different languages and translations. 

The Protestant Reform was fueled by the reading and interpretation of the Bible, thus mining the certainties of the 

secular Church, in a way that the intention of the first revolution of communication was to spread knowledge and 

culture by taking it out of the fences of the Church, thus redeeming and preserving knowledge.  

Looking at the present situation, the internet adventure is allowing the global propagation of information to 

guarantee the right of knowledge to all. Yet, this revolution in communication tends to redefine, question and 

investigate truth in a way that truth itself results weakened in favor of interpretation. It results that knowledge 

seems to be continuously submitted to a process of redefinition. 

Nowadays, many European countries are debating the strengthening of Civic Education in the school 

curriculum , emphasizing the importance of digital citizenship whose prodrome is the Digital Competence of the 

European Recommendation dated 2006, in which the European Parliament and the Council  set the  basemen, for 

the exercise of digital skills (in particular how to use digital tools), as well as for a digital ethics, that is to say how 

to behave in the digital world, and what should be taught to the next generation about it. 

In the European framework, among the most important documents the Digital Agenda for Europe pays 

particular attention to the relationship between technological development and economic growth, implying that 

digital skills must be acquired to enable professional development and to empower economic stability, these being 

complementary conditions to social inclusion and success of each individual. From the educational viewpoint 

European policies assume that the creation of “the most competitive and dynamic knowledge-based economy in 

the world,” is based on the relation between school and work.  

This was already announced in the 1990’s by J. Delors and E. Cresson, who gave start to a series of strategies 

insisting on this interdependence between education and professional dimensions, as facilitating conditions for 

human, economic, social and cultural progress. 

If the framework seems to be quite well defined, an outlook on the status of competences and skills in active 

population shows a rather complex situation.   

For instance, the recent OECD-PIAAC Survey, on literacy and numeracy of adults aged between 16 and 65, 

shows a rather intricate situation, with high percentages of functional illiteracy. Functional illiterate people are 
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able to understand simple texts but cannot process and use their information. They do not show the skills required 

in various situations of daily life, whether working or relating to leisure, or linked to the languages of new 

technologies. In addition, the impact of disinformation campaigns on politics, economy, social issues confirm that 

the situation must be put on top in the agenda. The PIAAC survey highlights how the problem of functional 

understanding of texts and of selection of sources of information, concerns both adolescents and adults and has 

consequences on various levels.  

III. ETHOS, ETHICS AND MEDIA 

The dimension of self-representation and reputation in the internet implies that identity is not based on a 

dominant model, since the virtual "I" hides a fragmented self, made of latent stimuli whose identity is linked to 

an eternal present isolated from the past and uninterested in the future. It is a self that does not exist before the 

experience, which adapts to contexts and moments. Identity plays a key role in virtual communities.  

As Judith S. Donath argues, the identity of our interlocutor is necessary to understand and evaluate an 

interaction. In the virtual space, many of the basic cues about personality and social role we are accustomed to in 

the physical world are absent, as a result, in the disembodied community, identity is also ambiguous. In the 

framework of uncertain political, legal, religious, economic values, identity and self-representation are not based 

on a dominant model because many coexist. This excess of alternatives reflects the uncertainty of collective 

culture. Thus, this suspended “I” blends into a plural identity. It is easily manipulated and appears to be weak to 

populism, radicalization, and post-truth. On the contrary, the real, pre-modern “I” expresses a saturated self, which 

builds its own identity from the memory of the past being guided by the reason preceding experience. 

On the level of ethics in the virtual space, we might first remark the meaning that assumes the concept of 

"immortality" in relation to the digital individuals. 

It appears to exist a sort of resistance of digital life after physical death, as well as the presence of faded limits 

between real and virtual, which expose people to serious danger. Connected to this, another big question is that of 

data treatment which also include the resistance of virtual life after physical death: passwords, emails, blogs and 

socials will continue to exist somewhere in the internet space. An example over all: there are plenty of Facebook 

commemorative pages that keep on existing after someone’s death.  

From the professional and working perspective, citing some data from the Digital Agenda for Europe, we can 

remember that the Internet economy has created five jobs for every two ‘offline’ jobs lost. The EU digital economy 

is growing at 12 % each year and is now bigger than the Belgian national economy. There are 7 million jobs in 

the ICT sector in Europe. It is estimated that half of productivity growth derives from investment in ICT.  

Moreover, according to the US Department of Labor 65 % of today’s schoolchildren will eventually be 

employed in jobs that have yet to be created. The major breakthroughs will produce new employment 

opportunities in Big Data, Nano science, 3-D printing, advanced Robotics. The report (WEF) estimates that 

redundancies, automation and disintermediation will lead to a loss of 7.1 million jobs.  At the same time, 2.1 

million will be created, in more and more specialized sectors. 

Leaving apart the tough and articulated dimension of the legal level, concerning especially the emerging 

cybercrimes involving young people and children, such as sexting, happy slapping, cyber bulling, child 
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pornography, child grooming, we will go straight on a reflection regarding the focus of the workshop that will 

follow in the next pages: the info-sphere. 

 

IV. CONCLUSION 

In the following documents, our attention will be centered on the effects of mystified information on collective 

behaviors. These may influence general choices, as in the case of politics, they may release collective hysterias 

(terrorism, public health), or degenerate into racial intolerance, radicalization, populism. In fact, digital 

communication exists in a sort of eco-system of information, which is conditioned by such phenomena as 

disintermediation, echo chambers, filter bubbles, to name a few. They strongly influence the reliability of 

information, through mystified and subliminal messages that feed themselves through viral sharing.  

Our purpose, in the attached BOOKLET (and annexed “HEADLINES FOR FACILITATORS”, is to approach 

the digital citizenship from an operative and laboratorial point of view, by means of activities on the theme of 

media literacy that facilitators may use both in formal and non-formal contexts of education, to increase civism in 

the virtual space, to develop critical thinking and selective skills, to recognize fake news and manipulative 

dynamics, thus preventing Post-truth victimization. 
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APPENDIX 

TEACHERS’ HEADLINES FOR THE WORKSHOP 

THEMES  

Media education, selection of source of information, fake news, info-sphere. 

LEARNING OBJECTIVES  

Today a large amount of news passes through social networks. Often, however, the news is undermined 

by distortions and biased interpretations that weaken the value of "truth" in favor of "opinion". 

The workshop aims at promoting awareness and increasing civism in the virtual space, through the 

development of digital citizenship skills, critical thinking and selection skills in choosing information 

sources. 

The objective is to recognize the characteristics of false news and manipulative dynamics, which can 

have a pervasive impact and encourage radicalization and populism. 

TARGET GROUP 

Adults, Educators, University and High school students. 

Groups of 4/5 people. 

DURATION 3 to 5 hours. Each step of the workshop should start and finish in one session. 

MATERIALS AND RESOURCES 

The activity is carried out with the "BOOKLET" which must be provided to each student. 

The steps are divided into pair work, class work and group work, as indicated in the booklet. 

A power point presentation to be used by the teacher (including notes for the various slides) allows to 

lead the class in carrying out the various phases and to deepen the thematic context with notional "pills". 

For the activity in “group work” it is necessary to provide a copy of the "DOCUMENTS" resource, 

preferably in A3 colour format, in order to allow a clearer use of the images on which the activities are 

developed. 

You need: coloured post-it for the focus group, a LIM with projector,  WLAN and Wi-Fi connection 

for BYOD (bring your own device) activity on:  

Todaysmeet: https://todaysmeet.com/ 

Kahoot: https://kahoot.com 

STEP BY STEP DESCRIPTION OF THE ACTIVITY  

Step 1: After a brief introduction on the main topics of digital citizenship (Power Point presentation, 

slides 1 to 9), a brainstorming is launched in BYOD mode, which allows to gather everyone's ideas on 

the topic: "Internet as a tool of information: opportunities and risks". Sharing ideas. 

 Step 2: 

Activity 1: historical hoaxes 

Quick online search to identify some hoaxes, in various fields (social studies, science, culture, economy); 

https://what-if.xkcd.com/69/
https://what-if.xkcd.com/69/
http://reports.weforum.org/future-of-jobs-2016/chapter-1-the-future-of-jobs-and-skills/
http://reports.weforum.org/future-of-jobs-2016/chapter-1-the-future-of-jobs-and-skills/
https://todaysmeet.com/
https://kahoot.com/
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Activity 2: 

Definition of a glossary of terms and expressions that mark the digital information world, to draw a 

useful map in the second part of the workshop. 

Group focus: 

The impact of a false news in the pre-digital era compared to the impact of false news in the current era. 

What are the differences? 

 Which dynamic triggers a false news today? 

Step 3: Group work on the booklet 

Reading the DOCUMENTS 1 (a, b, c), 2 and 3 (activities 1, 2) 

Activity 1: observing the images reporting false news and defining the possible manipulative intentions 

of the authors. What do they want to get with this fake news? 

Activity 2: Finding some fake news on the indicated topics and comparing them by filling the grid in the 

booklet. Are there characteristic recurring traits? 

Step 4: group work: activities 1 and 2 discussion and brainstorming 

(For a track on the discussion refer to slide 14 of the PPT PRESENTATION) 

Step 5: group work: in-depth study (activity 1 & 2) 

Read documents 4 and 5 

Activity 1: defining precise examples of distorted information (and false news) specifying the forms of 

populism and radicalism they have caused. 

 Activity 2: pointing how European countries (and/or non-European countries) are trying to control the 

phenomenon of spreading false information on the network. 

TIPS FOR FACILITATORS  

Read carefully the notes in the Presentation PPT that may support the facilitators to lead the groups in 

the activities. 

It is suggested to evaluate the activities both by direct observation in the classroom and by taking into 

consideration the contents and ideas proposed by the students in the work on the booklet. 

It could be motivating to carry out a QUIZ game to establish a positive class atmosphere and to trigger 

the dynamics of competition in the ludic dimension, in order to reactivate the acquired knowledge and, 

possibly, deepen some of the contents on the proposed theme. 

 The Quiz game can take place in BYOD activities, using the KAHOOT platform. Here is the direct link 

to the quiz prepared for this workshop:  

 https://play.kahoot.it/#/?quizId=d3ef9a3b-ead1-4687-bb8a-fae3b76a97f8 

ANNEXES: power point presentation, documents for group work, individual booklet for activities. 

 

 

 

 

https://play.kahoot.it/#/?quizId=d3ef9a3b-ead1-4687-bb8a-fae3b76a97f8
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